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Course Content

Module 01: Introduction to Ethical Hacking
Module 02: Foot Printing and Reconnaissance
Module 03: Scanning Networks

Module 04: Enumeration

Module 05: Vulnerability Analysis

Module 06: System Hacking

Module 07: Malware Threats

Module 08: Sniffing

Module 09: Social Engineering

Module 10: Denial-of-Service

Module 11: Session Hijacking

Module 12: Evading IDS, Firewalls, and Honeypots
Module 13: Hacking Web Servers

Module 14: Hacking Web Applications
Module 15: SQL Injection

Module 16: Hacking Wireless Networks
Module 17: Hacking Mobile Platforms
Module 18: 1oT and OT Hacking

Module 19: Cloud Computing

Module 20: Cryptography

About Course
Ethical Hacking Training

Cyberyaan's ethical hacking training equips students with the knowledge and skills to identify and
mitigate cybersecurity vulnerabilities ethically. With cutting-edge techniques and practical scenarios,
learners gain hands-on experience in penetration testing, vulnerability assessment, and ethical hack-
ing methodologies. Cyberyaan's ethical hacking training prepares students to safeguard organiza-
tions against cyber threats and enhance their cybersecurity skillset.

“Unlock the secrets of cybersecurity
@ % with our Ec-council CEH v12 course -
Duration Language Certificate where curiosity meets responsibility
40 Hours Hindi & English Yes in the world of digital defense.”
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